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REAL PARTY IN INTEREST 

The real party in interest in the present Application is Intemational Business Machines 
Cotporation, the Assignee of the present application as evidenced by the Assignment set forth at 
reel 01 1285, frame 0030 et seq. of the USPTO assigoment records. 

RELATED APPEALS AND INTERFERENCES 

There are no other appeals or interferences known to Appellant, the Appellant's legal 
representative, or assignee, which directly affect or would be directly affected by or have a 
bearing on the Board's decision in the pending appeal. 

STATUS OF CLAIMS 

Claims 1. 4. 6-10, 14, 17, 19-23, 27, 30, and 32-36 stand finally rejected by the 
Examiner, as noted in the Final Office Action dated January 19, 2005, The rejection of Claims 
1, 4, 6-10, 14, 17, 19-23. 27, 30, and 32-36 is appealed. 

STATUS OF AMENDMENTS 

Appellant's Amendment A filed on July 7, 2004 was entered by the Examiner as 
indicated in the Fijial Office Action. No amendment to the claims was proposed or entered 
subsequent to the Final Rejection dated January 19, 2005. 

SUMMARY OF THE CLAIMED SUBJECT MATTER 

Appellant's invention may be implemented as a method, a system, or a computer 
program product operable in a dynamic host configuration protocol (DHCP) network that 
prevents unauthorized dynamic host configuration servers from responding to client 
configuration requests. The invention uses a designated server checker client that broadcasts 
configuration requests to draw configuration server responses which are then analyzed to detect 
unauthorized servers. Detected unauthorized servers are individually targeted by the server 
checker client with configuration requests to prevent the unauthorized servers from interacting 
with the network clients, 
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Appellant's Claim 1 provides a method for '^preventing imauthorized dynamic host 
coixBguration serv^ers from responding to client configuration rcqnesls ixx an Internet Protocol 
(IP) network," including the following steps: (1) broadcasting host configuration requests from a 
server checker client (see specification page 18, lines 14-15 and 27-28, describing with reference 
to FIG. 1 a DHCP client broadcasting a host configuration request, the first part of which is a 
DHCPDES COVER inessage; page 21, lines 14-17, with reference to FIG, 2, describing a server 
detector component 207 sending requests (via broadcast as described with reference to FIG* 1) to 
retrieve configuration information); (2) receiviug configuration offer messages firom one or more 
dynamic host configuration servers, said configuration offer messages deUvered to the server 
checker client responsive to the broadcast host configuration requests (page 19, lines 1-11, 
referring to FIG. 1, describing receipt by DHCP cUent 101 of configuration offer messages in 
response to the DHCPDISCOVER messages; page 21,. lines 14-22, referring to FIG. 2, 
describing receipt of DHCOEFBR messages returned by DHCP servers 203 and 204 responsive 
to configuration requests sent by checker chent 205); (3) detecting an un^thorized dynamic host 
configuration server within said IP network in accordance v\dth server identification data within 
the configuration offer messages (page 21, liues 17-22, referring to FIG. 2, desciibing invalid 
server detector 207 detecting one or more unauthorized servers withiu IP netwoik 202 by 
comparing a "server identifier" option in the configuration offer messages with authorized server 
identification data ia a DHCP server table 206); and (4) responsive to said detecting step, 
unicasting host configuration requests firom said server checker cHent to said unauthorized 
dynamic configuration server such that said unauthorized dynamic host configuration server is 
unable to respond to configuration requests fix)m network clients (page 21, line 24 through page 
22, line 3, referring to FIG. 2> describixig an invahd server denial handler component 208 sending 
multiple requests (including DHCPDISCOVER messages and the second part of an overall host 
configuration request called a DHCPREQUEST - see page 19, lines 11-17) dhrected to each 
detected unauthorized server 204). 

The invention recited in Claim 14 provides a system for preventing unauthorized 
dynamic host configuration servers from responding to client configuration requests in an IP 
network. The system includes: (1) processing means for broadcasting host configuration 
requests firom a server checker chent {see specification page 18, lines 14-15 and 27-28, 
describing with reference to FIG. 1 a DHCP client broadcasting a host configuration request, the 
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first part of which is a DHCPDISCOVER message; page 21, hues 14-17, with reference to FIG. 
2, describing a server detector component 207 sending requests (via broadcast as described with 
reference to FIG. 1) to retrieve configuration infotxaation); (2) processtcig nxeaos for receivitig 
configuration offer messages from one or more dynamic host configuration servers, said 
conjBiguxatiocL offer messages delivered to the server checker client responsive to the broadcast 
host configuration requests (page 19, lines 1-11, referriog to FIG. 1, describing receipt by DHCP 
client 101 of configuration offer messages in response to the DHCPDISCOVER messages; page 
21, lines 14-22, refening to FIG. 2, describing receipt of DHCOFFER messages returned by 
DHCP servers 203 and 204 responsive to configuration requests sent by checker client 205); (3) 
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